[bookmark: _GoBack]Rule 13. Input Output (FIO): FIO03-J. Remove temporary files before termination 
Temporary files are created to save data that cannot be held in memory or passed to external applications that must read from given files. The simplest method to do this is to create a specific file name in a universal rule temporary directory. However, it's not that easy to achieve this. Securely generating a temporary file or directory implies ensuing several rules and using specific existing library methods. These temporary files must be deleted after they have been used, even if they are full of errors.
If all these precautions are not taken into consideration, the systems are left vulnerable to several dangerous security threats. Ill-intentioned users or invaders can predict file names, read and write data to the directory holding temporary files and efficiently seize those files by generating soft links containing names of the temporary files before the programs create the files themselves. This allows intruders to providing corrupt data or prompt activities in the program to change those preferred files. The references have more extensive descriptions of potential dangers. Most programming languages provide functions to create temporary files. However, some of these functions are unsafe and should not be used. We need to be careful to use safe functions. The recent attacks have been on confidentiality and integrity. Attackers gain access to read and write changes to the temporary file. Sensitive information in those files is revealed and corrupted. For this specific reason, it is crucial that all temporary files created are deleted.



Example Code for deleting temporary file
import java.io.File;
import java.io.IOException;
public class TemporaryFileExample
{
   public static void main(String[] args)
   {
      File temp;
      try
      {
         temp = File.createTempFile("myTempFile", ".txt");  
         System.out.println("Temp file created : " + temp.getAbsolutePath());
         //temp.delete(); //For deleting immediately
         temp.deleteOnExit(); //Delete on runtime exit
         System.out.println("Temp file exists : " + temp.exists());
      } catch (IOException e)
      {
         e.printStackTrace();
      }
   }
}


Rule 02. Expressions (EXP). EXP00-J. Do not ignore values returned by methods
If the result of a method call is used in most cases, any calls to that method where the result is ignored are inconsistent and may be erroneous uses of the API. Often, the result is some status indicator and is therefore essential to check. When a function returns a non-trivial value, that value should not be ignored. Doing so may result in errors being ignored or information being thrown away. The return value is considered to be trivial if it is None or it is a parameter (parameters, usually self is often returned to assist with method chaining, but can be ignored) 
Ignoring a method's return value causes programs to disregard unexpected events and conditions. Severe attacks on these programs arise from the violation of a programmer's assumptions. Ensure that the results of all calls to a particular method are used. The return value of a method that returns a status value should usually be checked before any modified data or allocated resource is used. Act upon all non-trivial return values, either propagating each value or recording it. If a return value should be ignored, then ensure that it is ignored consistently. If you have access to the source code of the called function, then consider modifying it so that it does not return pointless values.
Example
 FileSystem.get(conf);  // Return value is not used
 
FileSystem fs = FileSystem.get(conf);  // Return value is assigned to 'fs'

Rec. 06. Methods (MET): MET50-J. Avoid ambiguous or confusing uses of overloading.
Overloading allows different methods to have the same name, but different signatures where a signature can differ by several input parameters or type of input parameters or both. Confusion arises from the presence of relatively new language features such as autoboxing and generics. Recent attacks created through overloading of functions aim to overburden the program and the whole system to the point where it fails to keep up with the data stream it must process. 
Judicious method overloading can be useful, but method overloading can make code much less readable. Overloading can quickly become difficult to read the user of this code would either need to read the Javadoc carefully and trust it to be current and accurate or would need to delve into the implementation to see what each overloaded version of the method did. In an IDE, especially if there are numerous overloaded versions of the same method, it can be challenging to see which one applies in a given situation.
Comments must be used to explain assumptions made by the overloaded methods. As just mentioned, these could be out of date or inaccurate or not even available if the developer did not bother to write them. It would be better to be able to name the methods differently so that the name of the method could give clues about its assumptions rather than relying solely on Javadoc. Using named methods in this way will be the subject of a later post, but using different names for the methods by definition makes them no longer overloaded methods.
To address this limitation, we use custom types and parameters objects and provide various versions of overloaded methods accepting different combinations of those custom types. This is shown with custom types in the next code listing which shows how the method accepting two name Strings can be overloaded by a single third parameter for all three cases when that three cases don't each need to share the same type. public Person createPerson ( 
      final String lastName,
      final String firstName,
      final HomeownerStatus homeOwnership)
   {
      // implementation goes here...
   }
   public Person createPerson(
      final String lastName,
      final String firstName,
      final Gender gender)
   {
      // implementation goes here...
   }
   public Person createPerson(
      final String lastName,
      final String firstName,
      final EmploymentStatus employmentStatus)
   {
      // implementation goes here...
   }


Rec. 18. Concurrency (CON): CON52-J. Document thread-safety and use annotations where applicable
Along with the problem of actually making code thread-safe, there is also the problem of documenting it, so other programmers know how to use your code. It is essential when designing a class to consider its state and determine if/how each piece needs to be protected.  It could happen, that I later use this class in multiple threads, and at that time I could get race conditions and may have a hard time to find them if I didn't make the class thread-safe in the first place. Start from the data. Decide which data is explicitly shared and protect it. If at all possible, encapsulate the locking with the data. Use pre-existing thread-safe concurrent collections. Whenever possible, use immutable objects. Make attributes final, set their values in the constructors. If you need to "change" the data consider returning a new instance. Immutable objects don't need locking. For objects that are not shared or thread-confined, please do not spend time making them thread-safe. Document the expectations in the code. The JCIP annotations are the best pre-defined choice available. Even so, you might not concurrently modify data, but you might read it concurrently. So, keep the Java Memory Model in mind where synchronization means making data reliable available in all threads, not only protecting the concurrent modification of it.
And yes, in my opinion, thread-safety has to build in the right from the beginning, and it depends on the application logic if you need handling of concurrency. Never assume anything, and even if your test seems to be okay, race conditions are unsafe.  In any of these cases, it's relatively crucial to document what safety you are providing both internally (for future maintainers of your code) and externally (for users of your class). Java Concurrency in Practice recommends a set of annotations to indicate the thread-safety of a class and what lock guards an attribute. The advantage of annotations is that they can be checked by a tool. The excellent Find Bugs supports the JCIP threading annotations and can check that your code follows what you document. 
/*
 * Thread-Safe Example in Java
 */
public class Counter {
    private int count;
    AtomicInteger atomicCount = new AtomicInteger( 0 );
    /*
     * This method thread-safe now because of locking and synchornization
     */
    public synchronized int getCount(){
        return count++;
    }
    /*
     * This method is thread-safe because count is incremented atomically
     */
    public int getCountAtomically(){
        return atomicCount.incrementAndGet();
    }
}
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